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New Challenges Today

Risks with Open Source & Standard Frameworks
Live Hacking Demo - Struts 2
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Challenges In The Past

SECURITY
Situation
+ Selfmade applications
Challenges
+ Understanding of basic web technologies
+ Knowledge about web security & secure coding
B OO i S
Challenges Today
SECURITY
Situation
+ Different technologies & libraries

+

Complex frameworks

Challenges

+

+ + 4+

Knowledge of technologies

Knowledge of frameworks

Understanding of underlying technologies
Knowledge about web security & secure coding
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Technology Stack Today
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Risks Today

Growing application landscape
+ Different frameworks
+ Different technologies

Growing framework complexity
+ Function overview
+ Understanding of underlying technology

Quick and dirty application migrations
+ Integration of new features & technologies
+ Integration of backend & external systems

SECURITY
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Competence / Responsibilities
SECURITY

Development
+ Programming of applications
+ Bugfixing of applications

Operations
+ Deployment in the productive environment
+ Backup & Logging
+ System updates
+ Operation system
+ Installed software
+ System hardening

But Who is responsible for?
+ Secure configuration of used frameworks
+ Updating/Patching from used framework & libraries
+ Overall security
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Security Measure
SECURITY

Software Stack Security Measure

Manual Hacking
Vulnerability Scan
Source Code Review

Application

Standard Frameworks
(Struts, JSF, Hibernate, ..)

Web Server
Application Server

Server Hardening
Vulnerability Scan

0S Hardening

Qperation System Vulnerability Scan
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Don’t forget to patch the framework e‘ SS

SECURITY
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Framework libraries are often forgotten in the update Process!

Struts 2 Framework Vulnerability | SS
SECURITY

Struts’ ‘O‘\\\'\;
\Oe’&
Q\) \‘\g \'\0

0‘0\0 S8 Apache

l,, Software Foundation
] http://www.apache.org/




Struts 2 Framework - OGNL INTRO

SECURITY

View
Jsp
<HTML>

Domain Model

Login.class (Java Bean):

<sibean name~ "Login® >
<giparam name="username"
value=""0esch'"/>

<g:param nams="password" B

value=""Compass ' ">

public void setUsername(..);
public String getUsernams();

public void setPasswaord(..);

S| public String getPassword();

</s:bean>

</HTML=>

HACKING-LAB eBanking

OGNL (Object-Graph Navigation Language)

Struts 2 Web Application
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Struts 2 Framework - OGNL INTRO

SECURITY

OGNL is used to access java objects and session values:

Set java object val ue:
<s:bean name="Login" var="loginbean" >
<s:param name="username" value="'Oesch'"/>
<s:param name="password" value="'Compass'"/>
</stbean>

Read java obj ect val ues:
Username= <s:property value="#loginbean.username" />
Password= <s:property value="#loginbean.password" />

Read session val ues:
User= <s:property value="#session.user" />
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Struts 2 Framework - OGNL INTRO

SECURITY

But it is also possible to execute Java Code!

<s:property value="(
#context[\"xwork.MethodAccessor.denyMethodExecution\"]= new
java.lang.Boolean(false),

#_memberAccess|\"allowStaticMethodAccess\"]= new java.lang.Boolean(true),

@java.lang.Runtime@getRuntime().exec('calc.exe’) (T Corcumnr. i s |
; e
)'/> [ View Edit |Help|
|
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Struts 2 - Live Hacking Demo

Normal Request SECURITY

username=0esch

password=Compass.123

ActionContext-Stack

Struts 2 Framework

POST https://ebanking.hacking-lab.com/Login.action XWork [ DGNL
password=Compass.123 - Liprary

username=0esch
| LoginBean.execute()
?xespo“se

Login.class (Mva Bean):

HACKING-LAB eBanking public void siUsername(..);

public String getUsername();

N

public void siPassword|..);
public String getPassword();

public String executa();

Browser Web-Application
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Struts 2 - Vulnerabilities

SECURITY
‘ | .
Struts 2 Versions | Vulnerabilities

| — _

Struts 2.0.0 :
| -

Struts 2.0.11.2 | | S
| “ g

5 2.1.8.1 I ;

truts 2.1.8.
I :"“-...-r":
I

Struts 2.3.1.1 I - =

F2.01. 2012 :

Struts 2.3.1.2 I
I
I
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Struts 2 - Live Hacking Demo
Remote Code Execution Vulnerability S2-003/S2-005 SECURITY

Malicious_OGNL_Expression is executed and can:

- Access the user session! ActionContext-Stack
- Execute arbitrary code on the server!

Struts 2 Framework
POST https://ebanking.hacking-lab.com/Login.action XWork [ DGNL

Malicious_OGNL_Expression=true Libarary
username=0esch

I LoginBean.set< Malicious_OGNL_Expression>(‘true’)

Login.class (lava Bean):

HACKING-LAB eBanking public void setUsernamea(..);

public String getUsername();

public void setPassword]..);
public String getPassword();

public String executa();

Browser Web-Application
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Struts 2 - Live Hacking Demo
SECURITY

Vulnerability $2-003 (Struts 2.0.0 - Struts 2.0.11.2)

+ Problem: malicious OGNL expression in parameter name
+ Patch: Regexp for allowed parameter names (Whitelist)

Whitelist was not restrictive enough -> S2-005!

Vulnerability $2-005 (Struts 2.0.0 - Struts 2.1.8.1)

+ Problem: malicious OGNL expression in parameter name
+ Patch: Improved regexp for allowed parameter names (Whitelist)

Malicious OGNL expression in parameter name was not possible anymore but
remote code execution was still possible! -> S2-009!
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Struts 2 - Vulnerabilities
SECURITY

22,01, 2013

Struts 2.3.1.2

| -
Struts 2 Versions | Vulnerabilities
| _ _
Struts 2.0.0 :
| Ny
Struts 2.0.11.2 | E
ik
Struts 2.1.8.1 || | .
| . =
|
Struts 2.3.1.1 I
|
|
|
|
|
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Struts 2 - Live Hacking Demo

Remote Code Execution Vulnerability S2-009 SECURITY
WhitelistPattern=[a-zA-Z0-9\.\\[\(\) ']+
password=RMalicious_OGNL_Expression
Malicious_OGNL_Expression is executed ! /ActionCo ntext-Stack
Remote Code Execution!
[ ]
Struts 2 Framewaork
>
POST https://ebanking.hacking-lab.com/Login.action }{Wurk / DGNL
password=Malicious_ OGNL_Expression \ Library
top['password'](0)=true WhiteList

| LoginBean.set top['password'](0) (‘true’)

Login.class (J§va Bean):

HACKING-LAB eBanking public void sebUsernamel..};

public String detUsername();

public void sexPasswordt..J;
public String getPassword();

public String executel);

Browser Web-Application
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Struts 2 - Live Hacking Demo

SECURITY

Apache Struts 2 Docume« -

Security Brr

#editReport() h \

The foll-

o osre available:

axploit on form validation error

" l\ wcripting (%SS) vulnerability on <s:url> and <s:a> tags

arameterInterceptors bypass allows OGNL statement execution
9 orv traversal vulnerability while serving static content
- ark ParameterInterceptors bypass allows remote command execution

. uldren
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Struts 2 — Source Code Check
SECURITY

Conpari ng the Source Code:

+ Vulnerable version (S2-009): Struts 2.3.1.1/ognl 3.0.3 /xwork-core.2.3.1.1
+ Following pattern was used to filter attack string in attribute names
+ Pattern=[a-zA-Z0-\\NN\N\N)_']+

+ Attack String in parameter name: top['password'](0)
+ Current Version: Struts 2.3.1.2 / ognl 3.0.4 / xwork-core.2.3.1.2

+ Pattern for attribute name changed
+ New Pattern=\w+((\.\w+)|(\[\d-+\])| \\D+\) [\ \w+\]) | (\(\w+"\))*
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Upgrade to Struts 2.3.1.2.

SECURITY

Struts’ 2

™ Apache

Software Foundation
http://www.apache.org/
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Struts2 Metasploit Module
SECURITY

metasploit”

Apache Struts < 2.2.0 Remote Command Execution

|This module exploits a remote command execution vulnerability in Apache Struts versions < 2.2.0. h1is issue is caused by a failure to
properly handle unicode characters in OGNL extensive expressions passed to the web server. By sending a specially crafted request to the
Struts application it is possible to bypass the "#" restriction on Parameterinterceptors by using OGNL context variables. Bypassing this

- restriction allows for the execution of arbitrary Java code.

Rank

Excellent

Authors

bannedit = bannedit [at] metasploit.com =
Meder Kydyraliev = =

References

CVE-2010-1870
OSVDB-66280
hitp:/fwwnw exploit-db com/exploits/ 14360/

http://Iwww.metasploit.com/modules/exploit/multi/http/struts_code_exec
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Dependence
SECURITY

€) spring community

N 8ame"Apache

MysqL Software Foundation
http://www.apache.org/
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How to protect?

SECURITY
. . . : | )
Entry Tier Presentation Tier |  Business Tier 1 Data Tier
i i
Browser : :
Airlock IS : 1S : Oracle
Apache 1 [
o JBOSS i ||BOSS | MSSL
Nevis WebLogic I WebLogic I
Internet tal I:EIS'(:JBIBF ™| | coldFusion : | | ColdFusion !
oreFront ! WehSphere !
WebSphere I 1 Backend
1SA Tomcat : Tomeat : Systems
A i
1 I
Entry Server Web Server i Application Server i Data Tier
1 I
] |
-HTML -HTML - SOAP/XML |- soAPXML i |-soAPXML
-CSS - AMF ] I
- XML - SOAP/XML -Struts/Struts2 | 1 |- EJB I |-XPath
- JSON - JSF Vo|-dms L |-saL
- Jouery.... - Spring |- RwmI |
- Flash -GWT 1 |- WCF 1= JMS
- Silverlight -WCF H i
: - JDBC : - PL/SQL
- Applet -PHP i |- ORM I |-TsaL
-CSS -JSP 1 |
- ASP.NET I|-AJP :
- Ruby on Rails 1 |- JMX I
- Python | :
- Perl ! ;
o 1 I
1 I
| |
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Recommendations
SECURITY

Entry Server (WAF) — InputFilter on parameters & requests
+ Whitelisting of expected parameters/requests
+ Blacklisting of known attack vectors

Improve collaboration between development & operation:

Define:

+ Interfaces between different systems
+ Transferred data

+ Technologies and frameworks

+ WAF — Input Filter Configuration
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How to protect?

SECURITY
! . . . . 1 .
1 Entry Tier Presentation Tier ! Business Tier | Data Tier
i i |
1 1 I
Browser 1 1 I
e e | a
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- Flash i - GWT i |-WCF | [-oms
- Silverlight ! - WCF i |
: 1 |-JoBC | |-PusaL
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Recommendations
SECURITY
Company guidelines
a + Technologies & framework guidelines
+ Clear competence & responsibility
Web application
)  + Limit technologies & frameworks (keep it simple)
+ Deploy only the required set of functions and libraries
+ Track versions and update regularly
+ Secure coding & configuration
Update process
+ Track the used versions and monitor new vulnerabilities
+ Update all components
+ OS, Web Server, DB, ..
+ Also application libraries & frameworks!
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XXE UDF - Live H7-king Demo

SECURITY
{)
i - '
a Application Server Database Server
http://glocken.hacking-lab.com/ws2 192.168.200.245
Intranet
@CompasssecumyAG ................................................. W chsncch AAAAAAAAAAAAAAAAAAAAAAAA 5 “de31 AAAAAAAAAA
XXE UDF - Live Hacking Demo
SECURITY

Database

Credentials i =
Application Server Database Server
http://glocken.hacking-lab.com/ws2 192.168.200.245

Intranet
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XXE UDF - Live Hacking Demo

SECURITY
[) Malware
Uploac
Malware MySQL-Server
Application Server Database Server
http://eglocken.hacking-lab.com/ws2 192.168.200.245
Windows
Intranet Database Server
Sl s 5 “de33 AAAAAAAAAA
XXE UDF - Live Hacking Demo
SECURITY
Malware
Write MySQL-Server
DLL
’ Malicious DLL
Application Server Database Server
http://glocken.hacking-lab.com/ws2 192.168.200.245
Windows
Intranet Database Server
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XXE UDF - Live Hacking Demo

SECURITY

Malware UDF

Create MySQL-perver
UDF!
. Malicious DLL
Application Server Database Server
http://eglocken.hacking-lab.com/ws2 192.168.200.245
Windows
Intranet Database Server
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XXE UDF - Live Hacking Demo
SECURITY
Malware UDF
Execute MysQl perver
UDF!
’ . Malicious DLL
Application Server Database Server
http://glocken.hacking-lab.com/ws2 192.168.200.245
Windows
Intranet Database Server
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Where can we improve?

SS

SECURITY

- No direct access t_oﬁﬁedlr plicatic
- No direct access from ghe a p(f a

cil'igé:ﬁ%shs to the database
R St?()frr\om the database

- Entry Server / WAF
- Strong input validation

Secure framework configtRstirvileges!
Patch the framework

Application server hardening Intranet

v ol o7

Try it yourself!

NINA

BeerTalk201203

Awvailable Challenges
Remote Security Lab s
RS (e e
Scoring System
) 3 s

¥ 3
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Level Points Duration Solved by

SS

SECURITY

SBS ASL ASL
Live Masier Master
CD Windows Linux

Teacher Standard

Solution Theoty ¢ 6ion  Solution

15 = B B

15 - rE B
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Visit: http://blog.csnc.ch SS

SECURITY

@ Mew Security Enhancing HTTP Headers | Compass Security Blog - Mozilla Firefox - ‘ =L é
- -
File Edit Miew History Bookmarks Tools Help
| L] New Security Enhanang HTTP Heade... x |J Mew-HTTP-headers-and-living-in-a-P... - I = | =
|
= [] | kttp/blog.csnc.ch/2012/01/new-http-headers/ - | m - |2~ Google Pl M| Cn | @& -

Compass Security Blog

A Blog about Information Security..

Home Contact

Posted on January 31, 2012 by Alexandre Herzog — Previous Next —

New Security Enhancing HTTP
Headers

In the past few years, several new HT TP Headers have been proposed to
increase the security of web applications. This is being done by providing -

. §

Al ot

Thank You SS

SECURITY
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http://struts.apache.org/2.2.1/docs/s2-003.html
http://struts.apache.org/2.2.1/docs/s2-005.html
http://struts.apache.org/2.x/docs/s2-009.html

http://blog.csnc.ch/2012/01/new-http-headers/
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