
compass-security.com 1

Improving defense by simulating real 
world attacks
17.09.2020, Online, felix.sieges@compass-security.com

Purple Teaming



compass-security.com 2

1. Introduction

1. Differentiation

2. Motivation

3. Requirements

2. Frameworks

3. Exercise

1. Attack Modeling

2. Exercise Preperation

3. Conducting the Exercise

4. Outcome

5. Conclusion

6. Questions

Agenda



compass-security.com 3

To Purple Teaming

Introduction
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• Teams
• Roles
• Targets

Differentiation

Introduction
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Differentiation

Introduction

• Red Team Attacks
• Blue Team Detects & Responds
• Debriefing, both work together
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Differentiation - Simulation

Introduction

A simulation imitates actual
behavior and properties.
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Differentiation - Emulation

Introduction

An emulation creates a duplicate
which conforms to reality.
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Differentiation

Introduction

• Cross Functional Team
• One Common Target 
• Direct Feedback Loop
• Transparency
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Differentiation

Introduction

• Atomic unit tests
• Automated approach
• Manual approach
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Motivation

Introduction

Infect

Detect

Improve
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Requirements

Introduction

Existing Monitoring:
• Central Logging
• SIEM
• EDR

Existing Teams:
• internal/external SOC
• Threat Hunter
• Security Admins
• „someone who looks into it“
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Organizing Purple Teams

Frameworks
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• Lockheed Martin‘s Kill Chain

Kill Chains

Frameworks

https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-
White-Paper-Intel-Driven-Defense.pdf

Reconnaissance Weaponization InstallationDelivery Exploitation C2 Action
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• Unified Kill-Chain

Kill Chains

Frameworks

https://www.csacademy.nl/images/scripties/2018/Paul_Pols_-_The_Unified_Kill_Chain_1.pdf
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https://attack.mitre.org/matrices/enterprise/

ATT&CK Matrix, a common language!

Frameworks
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Manual Frameworks:
• Cobalt Strike
• Covenant
• Metasploit
• Empire

Command and Control

Frameworks

Automated Frameworks:
• Atomic RedTeam
• MITRE Caldera

https://www.thec2matrix.com/matrix
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MITRE Caldera – a short intro

Demo
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The initial stages

Exercise
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You know:
• Threat Actors targeting your business
• Threat Actors targeting your sector
• Repeat a Red Team
• Prepare a Red Team

You dont know:
• Create your own adversary
• Ransomware targets everyone
• Do unit testing for use cases

What to {si,e}mulate?

Exercise
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Emulating an adversary requires good knowledge of the TTPs

How to get that knowledge?
• Threat Intelligence
• Malware Analysis
• ATT&CK Matrix

Modeling

Exercise
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Modeling

Exercise
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Modeling

Exercise
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Modeling

Exercise

https://mitre-attack.github.io/attack-navigator/enterprise/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0367%2FS0367-enterprise-layer.json
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Emotets Multi Stage Payload

Stage1
• Send an E-Mail with Spearphishing Link
• Download, open the document and activate macros

Stage2
• Execute Powershell through WMI
• Execute the the download cradle

Stage3
• Download and execute the Emotet binary
• Unpack the malicious payload to memory
• Copy several versions of the .exe to disk

Modeling

Exercise

https://wpclipart.com/space/ships/more_space
craft/rocket_booster_and_stages.png
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Emotet‘s persistence:
• Writes to registry (autostart)

When it becomes local admin:
• Creates Services
• DropsExecutable (as Service)

Credential Access:
• Browser Passwords
• E-Mail Passwords

Lateral Movement:
• Admin shares (C$,Admin$)

Modeling

Excercise
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Tracking

Excercise

https://mitre-attack.github.io/attack-navigator/enterprise/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0367%2FS0367-enterprise-layer.json
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Infrastructure:
• internally or externally
• Domains
• IP-Adresses
• Hosting payloads
• Command and Control

Testcases aligned to the ATT&CK TTPs
• Phishing E-Mail
• Malicious Documents
• Malware
• Testcases for persistence
• Attack Scripts & Payloads
• User which will get attacked

Preparations

Excercise

https://blog.malwarebytes.com/botnets/2019/09/emotet-is-
back-botnet-springs-back-to-life-with-new-spam-campaign/
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Exercise Environment:
• Integrated Setup
• Add exclusions to

preventive security software
• Make sure that everything

is logged

Preparations

Excercise
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• IT-Security
• SIEM Team
• Threat Hunters
• Administrators
• CISO

People

Preparation
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Simulating Emotet

Demo
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Tracking

Outcome

https://mitre-attack.github.io/attack-navigator/enterprise/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0367%2FS0367-enterprise-layer.json



compass-security.com 32

Gaps
• Missing client logging
• Missing firewall logging
• Processes paralysis

Validated
• Existing rules
• Logging on DC

Future Opportunities
• Improve and Repeat

What was it good for?!

Outcome
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Purple Teaming:
Combining Red and Blue team tactics in one

exercise can help improve detection.
In conclusion all teams have one common

goal; 
Protect the network!
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Ressources and References

• https://github.com/mitre/caldera
• https://github.com/DefensiveOrigins/APT06202001
• https://attack.mitre.org/
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White-Paper-Intel-Driven-Defense.pdf; Eric M. Hutchins , Michael J. Cloppert , Rohan M. Amin, 
Ph.D.

• https://thehelk.com/intro.html; @Cyb3rWard0g 
• https://www.thec2matrix.com/matrix; jorgeorchilles @brysonbort @Adam_Mashinchi
• https://blog.malwarebytes.com/botnets/2019/09/emotet-is-back-botnet-springs-back-to-life-with-

new-spam-campaign


