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$ whoami
* Ville Koch (FIN / CH)
« 2003 -2019: System Engineer @ Swiss Post / Swisscom

- 2018: CAS Cyber Security
« 2019 —now: IT-Security Analyst @ Compass Security

« Internal/External Pentests, Web Apps, Concept Reviews,...
« Besides hacking | like fishing, being in nature, travelling...

Email: ville.koch@compass-security.com
Twitter: @veqvVisirg87
LinkedIn: http://www.linkedin.com/in/villekoch
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Why this Beertalk?

« Same findings in many penetration tests

« Documentation is endless and often complex

« Smaller companies, less resources

 Prioritization is difficult, without technical knowledge

» Research to provide guidance

compass-security.com
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Issues we identify repeatedly...




Issues we identify repeatedly

Bad Password Practices
- Easy to guess passwords (initial passwords)

./kerbrute passwordspray ——dc 10.0.1.100 -d winattacklab.local userlist.txt |Sommer2020

Version: v1.0.3 (9dadéel) - 06/02/21 - Ronnie Flathers @ropnop

2021/06/02 05:02:47
2021/06/02 05:02:47

Using KDC(s):
10.0.1.100:88

-,
-~
-,
-~

2021/06/02 05:02:52 > Done!| Tested 44 logins (10 successes) in 5.006 seconds
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Issues we identify repeatedly

Bad Password Practices
9 Default p assword S r‘“ : B gt (B Yot Bl

CSE SN &N @ routerpasswords.com/route u mie . ¢ Star 318k 5 Fork 164k

ROUTER

Passwords

P master ~ ists / Default-Credentials / Go to file Add file ~

chacka0101 Update default-p
Default Password DB

F5 DEFAULT RO

@ Facebook

Find all the passwords for

db2-betterdefaultpas:

with
IEIHSIRIENET  Default Passwords
web application

default-p
G+ Google+
security scanner

DOWNLOAD

ftp-betterd

your F5 rout ceal-betterde
531 vendort mssql-betterdefaultpass

Router Pas rds makes it fing mysql-betterdefaultp
I . the table below 1

Join Nikto-Announce List : = . oracle- erdefaultpa:
Email Address * 1. 3COM - AirConnect AP

oracle-ebs-passwordlist.bxt

Method SNMP
comtomeo Manufacturer Mode )
First Name * Password | comcomcom N oracle-ebs-userlist.txt
boc F5 BIGIP 540
gres-betterdefaultpa:
2. 3COM - CellPlex f you can't find the exact model of th scada-
) . an alternative model from the same r
Version 7000 ) . h-betterdefaultps

Method Telnet
T00 MANY WEBSITES T0 User ID tech telnet-betterdefaultp.
SCAN FOR VULNERABILITIES?

Password | tech telnet-phenoelit.xt

Doc

tomcat-betterdefaultpasslist.ixt
vnc-betterdefaultpasslist.bxt

windows-betterdefaultpa
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Issues we identify repeatedly

vkoch@cracker:~$ hashcat --attack-mode @ --hash-type 1080 --optimized-kernel-enable hashes.txt
/srv/wordlists/uncompressed/kaonashi.txt --rules-file /srv/rules/kamaji34K.rule.txt

Bad Password Practices
- Crackable passwords

5 "-._l.:'ll':l .:'lljﬂ'lj_r'ﬂ:t ar i 14 f d _.".Ij|:|r|'| API (CUDA 11.8)
The word does not meet the password policy j ====================
history requirements. Device #1: GeForce RTX 2070 SUPER, 7880/7982 MB, 48MCU
Device #2: GeForce RTX 2070 SUPER, 7880/7982 MB, 48MCU
More help is available by typing MET HELPMSG 2245, Device #3: GeForce RTX 20870 SUPER, 788@/7982 MB, 4eMCU
Device #4: GeForce RTX 2870 SUPER, 788@/7982 MB, 4eMcU

hashcat (v6.8.0-25-g15634059) starting...

et user i [El|OpenCL API (OpenCL 1.2 CUDA 11.0.228) - Platform #1 [NVIDIA Corporation]

Device #5: GeForce RTX 20870 SUPER, skipped
Device #6: GeForce RTX 2070 SUPER, skipped
Device #7: GeForce RTX 2070 SUPER, skipped
Device #8: GeForce RTX 2870 SUPER, skipped

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 27

Hashes: 2 digests; 2 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, ©xeeeeffff mask, 262144 bytes, 5/13 rotates
Rules: 341e1

[ ]

tarted: Wed Jun 2 ©9:22:55 2821
topped: Wed Jun 2 ©9:23:01 2821

77¢cccc23tB8ab7031726a3b70¢c694249:Passwerdl23
19ccf75ee54e@6bB6a5907afl3cef42: P@sswerd
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Issues we identify repeatedly

Bad Password Practices
- Passwords stored in plaintext

Home Share View A H Y
v 4 » MNetwork » wsl » Fileshare » hmuster Node Info
2 Quick s Mame Date modified Type "ACKLAB.LOCAL
I Desk 2 D users 6/2/2021 9:56 AM Text Document
esktop
* Downloads Es -~ 0
%=| Documents E = users - Notepad
= Pictures P File Edit Format View Help ou 30
- llogins for mgmt database:
&8 This PC is 9
“J 3D Objects admin 2
adgfs45654BDVGFDGF2222%
[ Desktop
Tree
Documents sa
3 Downloads 97bgc45Fvd]$?a*vbhz
J‘! Music
| Pictures FTP serwvice:
m Videos - Hales, Madiscn
_ P
&= Windows (C:) Burplsn@tB33f 5-1-5-21-1051027935-4114171423-1363879386-1120
== lemporary Storage
Fri, 28 May 2021 10:32:07 GMT
% Metwaork
Last Logon Never
Last Logon (Replicated) Never
Enabled True
Email mhales@winattacklab.local
IDescription password is SuperS3cret123 I
AdminCount False

compass-security.com
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Containg

DOMAIL




Issues we identify repeatedly

1t DEHASHED

Bad Password Practices
- Password reuse

itle%3A" citrix+gateway”
M
s £4 title:"citrix gateway" n

i View Report [ View on Map

New Service: Keep track of what you have connected to the Internet. Check out Shedan Monitor

COUNTRIES (@) Citrix Gateway [

Cybersecurity

Hackers Breached Colonial Pipeline Using
Compromised Password

By William Turton and Kartikay Mehrotra
June 4, 2021, 9:58 PM GMT+2

https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline 8443 269
Apache httpd 1 aat 25
4443 120

Postfix smtpd

- Breached password 1
- Reused for VPN account
9 N 0 M FA M::u;:il C:rzorzl:::u . 889 @ Citrix Gateway 7

Amazon Technelogies Inc. T

Swisscom (Schweiz) AG 249
- Organization:

compass-security.com



Issues we identify repeatedly

Sensitive Data on shares
- Open Shares

- Files containing passwords

PS C:\Users\tmassie\Desktop> .\snaffler.exe

"Te=/LCCL LCOCL- “CC L0 "[L. [LL.
e $ $$% 'Y$c$PcPPbccEiic $55

i

4

PING

by l@ss and Sh3r4 -

[winattacklab\tmassie@Clientl] 2021-06-83 06:
[winattacklab\tmassie@Clientl] 2021-06-83 @6:
SIS Tl T [ winattacklab\tmassie@Clientl] 2021-06-83 06:
Computer [w%nattacklab\tmass%e@cl%entl] 2021-06-03 ©6:
. [ winattacklab\tmassie@Clientl] 2821-86-83 ©6:
O RELISMLE i nattacklab\tmassie@Clientl] 2021-06-83 86:
(LT M [winattacklab\tmassie@Clientl] 2021-06-83 06:
Elierrti_win_[winattacklab\tmassie@clientl] 2021-06-03 ©6:
. ) [ winattacklab\tmassie@Clientl] 2821-86-83 ©6:
R ELINOE  : ot tacklab\tmassie@Clientl] 2021-06-83 @6:
(VNN - m =l [ winattacklab\tmassie@Clientl] 2021-096-83 @6:
[
[
[
[
[
[
[
[

ad_scanner

WS1.winattac w%nattacklah\tmass%e@cl%entl] 2021-06-03 ©6:
WS1.winatt winattacklab\tmassie@Clientl] 2021-86-83 @6:

Rl [ inattacklab\tmassie@Clientl] 2021-66-03 06:
(UM E- =Y [ winattacklab\tmassie@Clientl] 2821-06-83 86
DC1.winattac w%nattacklab\tmass%e@cl%entl] 2021-06-83 06:
DCYL.winatta winattacklab\tmassie@Clientl] 2021-06-83 @6:

S B [winattacklab\tmassie@Client1l] 2021-06-83 @6:
NN EIR L [ inattacklah\tmassis@Cliant1] 2021-AG-A3 AA:
DC1.winattac
DC1l.winattac

[winattacklab\tmassie@Clientl] 2021-06-03 €6

- . (
DC1.winattad;
(

[

winattacklab\tmassie@Clientl] 2821-86-83 ©6:
winattacklab\tmassie@Clientl] 2021-066-83 ©6:
winattacklab\tmassie@Clientl] 2021-086-83 06:
Winattacklab\tmassjn@f"l-inni-‘l ] 2021 -8A-02 OA -
t-ADAccountPassword -Identity vmilton -Reset
[winattacklab\tmassie@Clientl| 2021-66-63 6b:
Set-ADAccountPassword
[winattacklab\tmassie@Clientl] 2021-06-03 @6:
ShareFinder Tasks Completed: @
ShareFinder Tasks Remaining: 3
ShareFinder Tasks Running: 3

H crackmapexec smb 10.0.1.0/24 -u vmilton -p Pass
.1.10 445 Clientl Windows 10.0

DC1 Windows 10.0

.\default.toml

Pe e TIIE LYY
2332 2332 23323

[ llecce [LL./LLL"
T sstn ssssssc

github.com/SnaffCon/Snaffler

08:28Z [Info] Parsing args...

08:207 [Info] Read config file from .\default.toml

08:20Z [Info] Parsed args successfully.

08:20Z [Info] Getting users and computers from AD.

©08:20Z [Info] Got 3 computers from AD.

08:20Z [Info] Starting to find readable shares.

08:207 [Info] Creating a sharefinder task for DCl.winattacklab.local
©8:20Z [Info] Creating a sharefinder task for Clientl.winattacklab.local
©8:28Z [Info] Creating a sharefinder task for WS1l.winattacklab.local
08:20Z [Info] Created all sharefinder tasks.

08:217
08:21Z
08:21Z
08:21Z [Info] Creating a TreeWalker task for \\Clientl.winattacklab.local\D$

:88:21Z [Share]

©8:217 [Info] Creating a TreeWalker task for \\Clientl.winattacklab.locall\share
©8:21Z [Share]
88:21Z [Info] Creating a TreeWalker task for \\WS1l.winattacklab.local\Fileshare

AR-227 [F'i'lc-] M<k’aapl‘mdnagavpnd!QIAI!:#h+:<|<< * *\895|2921-66-93 85:58:09Z>

schtasks /create /xml update-hosts.xml /tn "update-hosts™ /ru DOMAIN\user®l /rp Passwordl
:88:427 [Share]

©8:42Z [Info] Creating a TreeWalker task for \\DCl.winattacklab.local\NETLOGON

08:427 [Share]

08:427 [Info] Creating a TreeWalker task for \\DCl.winattacklab.local\SYSVOL
oR-427 [Fila]l W KoanPsRagavRad|R|-SacuraStringl121R]2049-01-a1_00-04-A07>
-NewPassword

08:42/ [F1le| QiCB<KeepPsKegexRed|R|-Securestring|121B|/049-01-01 0o:600:00Z>
-Identity vmilton -Reset -NewPassword

08:50Z [Info] Status Update:

rd -d
Build 18362 =x=64

winattacklab.local --shares
(name:Clientl) (domai

Build 17763 =x=64

winattacklab.local\vmilton:PasswOrd (Pwn3d!)
1\vmilton:PasswOrd (Pwn3d!)

). .10 Clientl
) .1.100 445 DC1 [+] winattacklab.l
).0.1.10 445 Clientl [+1 _Enumerated shares

(domain:wi

(domain:wi

13d1!)

- share
: share

compass-security.com
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Issues we identify repeatedly

Executive Summary

Too man Yy perm ISSIons Below are some of the key findings from this year’s Microsoft Vulnerabilities Report,
. - which analyzes all Patch Tuesday bulletins released throughout 2019.
- Local Administrators ’ ’ &

» In 2019, a record high number of 858 Microsoft vulnerabilities was discovered

» The number of reported vulnerabilities has risen 64% in the last 5 years (2015-2019)

» Removing admin rights would mitigate 77% of all Critical Microsoft vulnerabilities
in 2019

» 100% of Critical vulnerabilities in Internet Explorer & Edge would have been
=2 mitigated by removing admin rights

Summary of Critical Vulnerabilities (2016-2020)

300

» 80% of Critical vulnerabilities affecting Windows 7, 8.1 and 10 would have been

| I I mitigated by removing of admin rights

2016 2017 2018 2019 2020 1 9 2
n Critical Vulnerabilities Mitigated B Total Critical Vulnsrabilitiss

by Removing Admin Rights

]

For the previous three years, Critical vulnerabilities have plateaued, but
the volume has not materially declined. Critical vulnerabilities carry the
highest risk and, if exploited, could significantly impact organizations. Total Vulnerabilities Critical Vulnerabilities
In 2020, 56% of Critical vulnerabilities would have been mitigated by

S U O 7 7 %

Percent of Critical Vulnerabilities Mitigated by Removing Admin Rights

Source: BeyondTrust Microsoft Vulnerabilities Report 2021

Source: BeyondTrust Microsoft Vulnerabilities Report 2020

compass-security.com https://lwww.beyondtrust.com/resources/whitepapers/microsoft-vulnerability-report 12



Issues we identify repeatedly

Too many permissions
- Local Administrators

O

&' -~
o

User Jesus (who is
local admin) opens
malicious attachment in
email

compass-security.com




Issues we identify repeatedly

Too many permissions
- Local Administrators

A

Attacker Cain now has User Jesus (who is
a remote session on local admin) opens
Jesus’ machine with malicious attachment in
admin privileges email

compass-security.com




Issues we identify repeatedly

Too many permissions
- Local Administrators

Attacker Cain now has
a remote session on
Jesus’ machine with

admin privileges

compass-security.com

Lateral movement through
local admin password
reuse

Install persistence (Windows Service,
Scheduled Task, Startup etc.)

Extract credentials of locally logged
in users

PS C:\Users\tmassie\mimikatz_trunk\x64> .\mimikatz.exe

LA mimikatz 2.2.8 (x64) #19841 May 31 2821 00:08:47
"A La Vie, A L'Amour" - (oe.eo)
/*** Benjamin DELPY “gentilkiwi”™ ( benjamin@gentilkiwi.com )
> https://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX ( vincent.letoux@gmail.com )
> https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz # privilege::debug
Privilege "20" OK

mimikatz # sekurlsa::logonpasswords

Authentication Id : @ ; & (0@ 0:82f87cc7)
Session : Interactive from 4
: vmilton
: winattacklab
Logon Server - DC1
Logon Time s 6/3/2021 9:3 5 AM
SID : 5-1-5-21-1051027935-4114171423-1363879386-1128
msv :
(@ B3] Primary
* Username : vmilton
* Domain : winattacklab
* NTLM : a87f3a337d730885c4519416be5787d86
* SHA1 : 34957e9ba3455a4a99d722b48693ac1123ba5dba
* DPAPI : f2ffe7eb48e9cechb94d245991ed@6a29
TSpKE
wdigest :
* Username : vmilton
* Domain : winattacklab
* Password : (null)
kerberos :
* Username : vmilton
* Domain : WINATTACKLAB.LOCAL
* Password : (null)
ssp :
credman :
cloudap :




Issues we identify repeatedly

Too many permissions
- Domain Administrators (sessions on workstations/servers)

HagSession

K

CLIENT1.WINATTACKLAB.LOCAL

[ —

"~.._.....

HasSeszion

DOMADMIN@WINATTACKLAB.LC

10.0.1.254

esian
HasSess

|__—FFAST@WINATTACKLAB.LOC

—

WS1T.WINATTACKLAB.LOCAL

compass-security.com

Authentication Id
Session
User Name
Domain
Logon Server
Logon Time
SID
msy :

* Domain

* NTLM

* SHA1

* DPAPI
tspkg :
wdigest :

* Username

* Domain

* Password
kerberos :
* Username
* Domain

* Password
S5p
credman :
cloudap :

: domadmin
- winattacklab

Primary

: domadmin

: winattacklab

: @77cccc23f8ab7031726a3b70c694a49

: b54ceb6c687289e67a9b7ea5781861tb8d1412c625
: dc8087307b93611bd1a5fd7c994a49e7

- domadmin
: winattacklab
{(null)

: domadmin
: WINATTACKLAB.LOCAL
: (null)

— @

RATORS@WINATTACKLAB.LOCAL




Issues we identify repeatedly

Too many permissions
- Domain Administrators (authenticated network connections)

» Computer makes connection to
\\xyz.domain.local

Connect \\xyz.domain.local

compass-security.com



file://xyz.domain.local

Issues we identify repeatedly

Too many permissions
- Domain Administrators (authenticated network connections)

» Computer makes connection to
\\xyz.domain.local

* Name resolution of xyz:

I am
xyz.domain.local!

a. Is this the local machine?

b. Check local cache

c. Local hosts file

d. Query DNS server Who is

e. LLMNR broadcast* xyz.domain.local?
f.

NetBIOS broadcast* N

Connect \\xyz.domain.local

* Same subnet

compass-security.com



file://xyz.domain.local

Issues we identify repeatedly

Too many permissions

 Attacker can capture network traffic (broadcast!)

o e e e e ey e

[+] Listening for events...

[*] [MDNS] Poisoned answer s
[*] [MDNS] Poisoned answer s
[*] [MDNS] Poisoned answer s
[*] [MDNS] Poisoned answer s
[*] [MDNS] Poisoned answer s

ELTS
EL
EDI
name
name

networkshare123
networkshare123
networkshare123
networkshare123
networkshare123

T
.local
.local
.local[*]
.local

NBT-NS5,

[MDNS] Poisoned answer sent to 10.6.207.71

LLMNE & MDNS

for name networksharel123.local




Side Note about Windows and Broadcast... &Yt

° USing Search bar in Windows 9 Broadcast! Windows Server 2022, another most secure release.

Thank you for sponsoring Responder 1)

All Apps Documents Web More «
Responder on Windows 2022 Preview.
Best match

- \\something

Run command
LlStEﬂlﬂE for events...

[MDNS] Poisoned answer s o 10.6.207.7" or name s.local
[MDNS] Poisoned ans 5 ( 5.207.71 or name s.local
[MDNS] Pc ed : 5 ( L2077 or name so.local
[MDNS] Poisoned 5 ( 7.7 or name so.local
[MDNS] Poisoned : 5 o 10.6. 7 or name som.local
[MDNS] Poisoned 5 ( & or name som.local
[MDNS] Poisoned answer s ( 207.71 or name some.local
[MDNS] Poisoned : 5 ( . & or name some.local
[MDNS] Poisoned 5 ( 7 or name somet.local
[MDNS] FUl‘uan ans\ 5 0 10.6. 200077 or name somet.local
[MDNS] Pc ed : 5 ( 7 or name someth.local
[MDNS] Poisoned 5 . & or name someth.local
[MDNS] Poisoned : o 10.6. & or name somethi.local
[MDNS] Pc ed - 5 ( & or name somethi.local
[MDNS] Pois~r.cd answer s ( 207.71 or name somethin.local
|

=

[

|

|

[

|

[

[

|

[

[

|

[

|

T

HDNH1 . - 5 ( . & or name somethin.local
s ] ed : 5 ( & or name something.local
MDNS] : 5 to 10.6.207.71 or name something.local
MDNS] P ed : 5 ( 71 or name somethi.local
MDNS] Poisoned 5 ( 207.71 or name somethi.local
MDNS] Poisoned ans 5 o 10.6. & or name somethi.local
MDNS] P ed : 5 ( & or name somethi.local
MDNS] Poisoned answer s o 207.71 or name somethin.local
MDNS] Poisoned : S C - 71 or name somethin.local
MDNS] Poisoned 5 ( & or name somethin.local
MDNS] P01=unﬂd swer s to 10.6.207.71 or name somethin.local
MDNS] P ed ans 5 ( 71 or name something.local
MDNS] P ed ans 5 ( & or name something.local
MDNS] P ed : 5 o 10.6. & or name something.local
MDNS] Pois unvd answ 5 o 10.6.207.7" or name something.local

% % % % % o o % ¥ ¥ ok o % ¥ ¥ ¥ % 4

Telaslaslalalalelielalelalelelelelelala

% ¥ % % % ¥ ¥ ¥ % % *

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
|
1
1
1
1
1
1
1
1
1
1
1
1

il lelalelelalalalalelL

| O \\somethmg| O g m 2

By
(1))
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Issues we identify repeatedly

» Passwords (Login Interfaces)
» Sensitive Data (Shares,
Databases etc.)

* Privileged Sessions ... ’

Missing Network Segregation

compass-security.com




Issues we identify repeatedly

Outdated (Vulnerable) Software  Hackers are exploiting vulnerable Exchange
servers to drop ransomware, Microsoft says
Zack Whittaker @zackwhittaker / 9:11 PM GMT+1 « March 12, 2021
Bank Hackers Exploit Outdated Router to

Steal $1 Million Outdated computer system exploited in
PIR Bank Robbed by Russia's MoneyTaker Gang, Investigators Say

Florida water treatment plant hack

Investigators are still trying to determine who's behind the hack.

WannaCry Ransomware Targeted KrebsonSecurity

Outdated HIT Infrastructure

WannaCry ransomware attack exploited vulnerabilities in
outdated health IT infrastructure systems, infiltrating networks
around the world.

HOME ABOUT THE AUTHOR ADVERTISING/SPEAKING

At Least 30,000 U.S. Organizations Newly Hacked Via
Holes in Microsoft's Email Software

compass-security.com




Issues we identify repeatedly

Missing Hardening
—> Default macro settings (prompt)

.\If SECURITY WARNING Macros have been disabled. Enable Content

Al T Je

This is often used in social
engineering attacks

W0 sl h W S W R

10 To display the full content, please click on “Enable Content" in the SECURITY WARNING above!

12 =——————|
i3 1 SECURITY WARNING Macros have besn disabled. Enable Content

compass-security.com




Issues we identify repeatedly

Missing Hardening
- No harddisk encryption

Windows10-cl.vmdi\1.ntfs\Windows\System32\config\ e. g. VMDK file found on share

Datei Bearbeiten Ansicht Favoriten Extraz  Hilfe

1=}
I T i
Hinzufiigen  Entpacken Uberpriifen Kopieren Vﬁiiﬁhihiﬂ Lizchen Eigenschaften
7 | o o< 10-cl1 vk | ntfs\Windows\System32\configh

Mame GroBe Gepackte Grﬁmmellt am | etzter Zugriff

7] ELAM{53b3%eac-18c4-1... 524 288 524288 2020-09-21 1424 S 5 URITY LC
| ELAM{53b3%ac-18c4-1.., 524 288 524288 2020-09-21 14:24 f i 1 § 5
[N]sam | 65 536 555m

7| SAM.LOG1 65 536 65536 2019-12-07 11:03 .-

7| sam.LOG2 65 536 65536 2019-12-07 11:03 e

7] SAM{53b39e57-18¢4-11.., 65 536 LRI SERCEE | < | Dumping lo

7| SAM{53b39e57-18¢4-11.. 524288 0 2019-12-07 1319 mir

7| SAM{53b39e57-18¢4-11.. 524288 0 2019-12-07 1319

W] sEcuriTY | 65536 65536 2021-06-07 13:24

7| SECURITY.LOG 65 536 65536 2019-12-07 11:03

7| SECURITY.LOG2 73728 73728 20M9-12-07 11:03

7| SECURITY{52b3%edb-18... 65 536 0 2019-12-07 1219

7| SECURITY{52b3%edb-18... 524288 0 2019-12-07 1219

7| SECURITY{52b3%edb-18... 524288 0 2019-12-07 1219

7| SOFTWARE 94 371 840 04371840 2021-06-07 13:24

| SOFTWARE.LOG1 0 0 2019-12-07 11:03

7| SOFTWARE.LOG2 20871 520 20871520 2019-12-07 11:03

7| SOFTWARE{53b38e2f-18... 65536 0 2019-12-0713:19

| SOFTWARE{53b39e2f-18... 524 288 0 2019-12-071%:19

| SOFTWARE{53b39e2f-18... 524 288 0 2019-12-071%:19

(W] svsTEM | 14417 920 14417920 2021-06-07 13:24

7| SYSTEM.LOGT 1245184 1245184 2019-12-07 11:03  2019-12-0711:03  2019-12-07 11:03
7| SYSTEM.LOG2 0 0 2019-12-0711:03 2019-12-07 11:03  2019-12-07 11:03
7| SYSTEM{53b39e3e-18¢4.. 65536 0 2019-12-071%19 2019-12-07 1319 2019-12-07 1%:19
| SWSTFRAISIM0e3-18F4 534 2488 noo2Mg-12.07 1319 2m1Q-12-07 1319 20149-12-n7 1314

compass-security.com




Issues we identify repeatedly

Missing Hardening
-> Missing SMB signing

Attacker can man-in-the-middle connections

compass-security.com




Issues we identify repeatedly

Missing Hardening
-> Missing SMB signing

compass-security.com

Attacker can relay connections




The Security Best Practices
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Microsoft Admin Tier Model

Tier O:
> Domain Admins

Tier 1:
> Sensitive Business
Data

Tier 2:
> End Users &
Workstations

compass-security.com

G’ler 0

A

Forest/
Domain

\ Admins
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Admin

Domain

Workstation Controllers
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A

/
N

Server Admin
\ Admins  Workstatio
Ger 2
Workstation Admin
Admins  Workstation
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& Restricted (Least Privilege)
@ Blocked




Evolution from the legacy AD tier model...

Enterprise access model i ened A o -
. riviiege ccess P = - @_
. r =1
* InCIUdeS CIOUd arChIteCtureS IT Administrators and ngh ImpaCt Roles Privileged Accounts Admin Workstations ! Intermediaries !
« Zero-Trust approach - —— |
ContrOI Pla ne a | Access,mp Hosts, etc. |
Access Contr0| for Assets Active rﬁ‘fnru Privileoed Arrpz I\;ananpmpnf Ei?! <
Management Plane £
Asset Management, Monitoring and Security
( (O ) N\

/
Data / Workload Planes
( Applications & Websites %
S
[ Data : 1 L’ A
DI AN / Eewen g/

App Access (Internal)

[r 1
L XX

@
D

oY R ‘
ser Access SN E r= Q"‘ App Access
Enterprlse: B2C and B2B Access User Accounts Workstations | Intermediaries!
(External)

Proxies, Remote
Access etc.

Public Access

» https://docs.microsoft.com/en-us/security/compass/privileged-access-access-model
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Categorization of Measures

 Measures were categorized based on how they have to be addressed

 Organizational Measures: Defining processes, training of employees etc.

« Configurational Measures: Settings which have to be configured on workstations and servers.

« Account & Privilege Management Measures: Creating of accounts and allocation of permissions.
« Password Management Measures: Defining and enforcing of strong password policies.
 Network Measures: Segregation of network, use of firewalls, etc.
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Let’s have a look at some measures...




Some Organizational Measures...

Hardware & Software Inventory
« Know your systems and their software (versions)
« |dentify rogue systems

Monitoring / AV / Patch
Management server
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Some Organizational Measures...

Hardware & Software Inventory
« Know your systems and their software (versions)
« |dentify rogue systems

Monitoring / AV / Patch =
Management server
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Some Organizational Measures...

Offline / Off-Site Backups
« Define data and infrastructure and define retention period
Store backups in a storage secured from unauthorized access
Store backups encrypted
Perform off-site backups (Disaster recovery)
| Store backups offline, completely disconnected from any device |
Use a separate backup infrastructure (e.g. Windows Server Backup) to perform backups of
Domain Controllers (Tier-0 separation)

But the backups are only accessible
through the backup console and
access to the console is restricted!

Assume breach of your

backup infrastructure!

Bob, Backup Admin
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Some Organizational Measures...

Logging & Monitoring
« Centralized log server
Enable all relevant logs (Windows audit policies, firewall, anti-virus, etc.)

» Blog: https://blog.compass-security.com/2020/09/101-for-lateral-movement-detection/

* Cheat sheet in repository of our guide

« Compass Security is planning to publish new checklist

Forward logs
Define alert triggers (e.g., multiple failed login attempts, assignment of admin rights, etc.)

Send out alerts to responsible (24/7) l“m MANYILOGS!

OPS PROBLEMNOW !

Eytries asor.net
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Some Organizational Measures...

Privileged Access Workstations (PAW)
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Some Organizational Measures...

Privileged Access Workstations (PAW)

« Separate daily tasks (email, internet, etc.) from privileged access
- Privileged Access Workstation

« PAW has to be deployed regarding the “Clean Source Principle”

« Different possibilities...
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Some Organizational Measures...

Privileged Access Workstations (PAW)
« Two separate physical devices
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Some Organizational Measures...

Privileged Access Workstations (PAW)
« Locked down host running shielded VMs

RDP, WinRM etc.
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Some Organizational Measures...

Privileged Access Workstations (PAW)
* Privileged Remote Access (PAM Solution)

PAM G a

X Xk %k %k

RDP, WinRM etc.
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Some Configurational Measures...

Enforce Multi-Factor Authentication
» Enforce wherever possible, especially:

« All externally (Internet) exposed interfaces
« Management Interfaces (e. g. Firewall console, hypervisor, backup console, etc.)

« Password Safe, Privileged access management
* Windows Login (e. g. SmartCards, YubiKey, Apps, ...) https://duo.com/docs/rdp
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Some Configurational Measures...

Disable or restrict macros

General

Fermulas

Data

Praofing

Save

Language

Ease of Access
Advanced

Customize Ribbon
Quick Access Toolbar

Add-ins

Trusted Publishers
Trusted Locations

Trusted Decuments

Trusted Add-in Catalogs

Add-ins

ActiveX Settings

Macro Settings

| ® Disable VBA macros without notification] |
=

Disable VBA macros with netification
Disable VBA macros except digitally signed macros

Enable VBA macros (not recommended; potentially dang

Macro Settings

Enable Excel 4.0 macros when VBA macros are enabled

Trust Center

Protected View
Message Bar
External Content
File Block Settings
Privacy Options

Form-based Sign-in

Developer Macro Settings

Trust access to the VBA project object model

General

Display

Proofing

Save

Language

Ease of Access
Advanced
Customize Ribbon
Cuick Access Toolbar

Add-ins

Trust Center

Trusted Publishers
Trusted Locations

Trusted Documents

Trusted Add-in Catalogs

Add-ins

ActiveX Settings

Macro Settings

Trust Center
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Protected View
Message Bar

File Block Settings
Privacy Options

Form-based Sign-in

Macro Settings

# Disable all macros without netification;

Dizable all macros with notification

Disable all macros except digitally signed macros

Enable all macres (not recommended; potentially dangerous code can run)

Developer Macro Settings

Trust access to the VBA project object model

oK

| | Cancel

0K

|| Cancel |




Some Configurational Measures...

Enforce SMB signing

=/ Enforce_SMBSigning [DC1TWINATTACKLAB.LOCAL]
v i Computer Configuration
~ || Policies
| Software Settings
w [ ] Windows Settings
~| Name Resolution Policy
= Scripts (Startup/Shutdown)
= Deployed Printers
~ T Security Settings
2 Account Policies
v | Local Policies
& Audit Policy
F User Rights Assignment
I _ﬂ Security Options I
j Event Log
4 Restricted Groups

‘A Sustern Services

Policy - Pelicy Setting
| Interactive logon: Require Demain Contreller authentication to unlock workstation Mot Defined
| Interactive logon: Require Windows Hello for Business or smart card Mot Defined
Interactive logon: Smart card removal behavior Mot Defined
| Microsoft network client: Digitally sign communications (always) Enabled
1] Microsoft network client: Thgrtally sign communications (if server agrees] Mot Defined
| Microsoft network client: 5end unencrypted password to third-party SMB servers Mot Defined
| Microsoft network server: Amount of idle time required before suspending session Mot Defined
Microsoft network sepver: Attemnt SAUPSelf to obtain claim information Mot Defined
| Microsoft network server: Digitally sign communications (always) Enabled |
") Microsoft network server: Digitally sign communications (if client agrees) Mot Defined
| Microsoft network server: Disconnect clients when logon hours expire Mot Defined
| Microsoft network server: Server SPN target name validation level Mot Defined

| Network access: Allow anonymous SID/Mame translation
| Network access: De not allow anonymous enumeration of SAM accounts

N D ISP | s e 3 o 1 . FR

Enforce LDAP signing

v (A Computer Configuration
~ | Policies
| Software Settings
w || Windows Settings
| Name Resolution Policy
& Seripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
__f_‘ Account Policies
v [ Local Policies
& Audit Policy

User Rights Assignment
:f| Security Options
5f| Eventlog

4, Restricted Groups
& System Services

A Renictrs
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=[ Default Domain Controllers Palicy [DCT.WINATTACKLAB.L Policy

| Demain contreller: Allow vulnerable Metlogon secure channel connecti
Domain centroller: LDAP server channel binding token reguirements

Domain contreller: LDAP server signing requirements

|

. Demain controller; Refuse mac

| Demain member: Digitally encry
| Domain member: Digitally encry
| Demain member: Digitally sign

| Demain member: Disable mach
| Demain member: Maximum mg
| Demain member: Require stron
| Interactive legon: Display user if
| Interactive legon: De not requir
| Interactive logon: Don't display
| Interactive logon: Don't display

| Interactive logon: Machine accd

Domain controller: LDAP server signin
Securty Policy Setting  Explain

::‘a' Domain controller: LDAP sery

Define this policy setting
Require signing

AU and applications.

=] Default Domain Pelicy [DCT.WINATTACKLAB.LOCAL] P &

w i Computer Configuration
~ || Policies
| Software Settings
~ [ ] Windows Settings
| Name Resolution Policy
=] Scripts (Startup/Shutdown)
m= Deployed Printers
v T Security Settings
5 Account Policies
v G| Local Policies
| Audit Policy

User Rights Assignment
j Security Options
f EventLlog

4 Restricted Groups
A, System Services

e

For more information, see Domain controller: | DAP server signing

reguirements. (1823655)

|
|
Modifying this setting may affect compatibility with clients, services, |
|
|

Palicy

Metwork security: LAN Manager authentication level

i Metwork security: LDAP client signing requirements

Securty Policy Setting  Explain

=

Metwork security: LDAP client signing requirements Prope...

;‘g' Metwark security: LDAP client signing requirements

Define this policy setting
Require signing

44 and applications.

requirements. (J823659)

Modifying this setting may affect compatibility with clients, services,

For mare information, see Netwaork security: LDAP client signing

EECL

EECL




Some Account & Privilege Management Measures...

Reduce domain admin rights

Domain Admins Properties 7 > Enterprise Admins Properties ? ot Administrators Properties ?
General Members  Member Of Managed By General Members  Member O Managed By General Members  Member Of Managed By
Members: Members: Members:
Mame Active Directory Domain Services Folder Mame Active Directory Domain Services Folder Mame Active Directory Domain Services Folder
& dajwayne winattacklab local/Users f_, lab_admin winattacklab local/Users E*J. Domain Admins  winattacklab local/Users
E, lab_admin winattacklab local/Users EQ_', Enterprise Admins  winattacklab local /Users
a. lab_admin winattacklab local/Users

Ll

/

Builtin Administrator

Add... Remove Add... Remove Add... Remove

Cancel Apply oK Cancel Apply oK Cancel Apply
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Some Account & Privilege Management Measures...

Remove local administrator rights

EN Administrator: Windows PowerShell

PS C:\> Get-LocalGroupMember Administrators

ObjectClass Name PrincipalSource LAPS* managed

User Client1\Administrator
Group winattacklab\Domain Admins|ActiveDirectory

« For emergency scenarios
« Logon disabled by GPO

Domain Admins are, by default, members of the local Administrators groups on all member servers and workstations in their
respective domains.|This default nesting should not be modified for su abili s.[If Domain Admins
have been removed from the local Administrators groups on the member servers, the group should be added to the Administrators
group on each member server and workstation in the domain. Each domain’s Domain Admins group should be secured as described

in the step-by-step instructions that follow.

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-f--securing-domain-admins-groups-in-active-directory
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Some Account & Privilege Management Measures...

Deny logon to other tiers

Minimum setup (. )
. Tier 0
* OU for each tier
* GPO for each tier to prevent logon types from other tiers: R @
1. Deny access to this computer from the network (type 2) Domain
2. Deny logon as a batch job (type 3) Controllers
3. Denylogon as a service (type 4) )
4. Deny logon locally (type 1)
5. Deny logon trough Terminal Services (type 10) \

Admins  Workstation

\_
Gier 2

If not yet ready for tiering: P\ @

De”Y r_nenUoned Iogon type_s of domain Workstation  Admin Workstations
administrators to non-domain controllers Admins  Workstation

J
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Some Account & Privilege Management Measures...

Principle of Least Privilege
« Assign only required permissions
* Separate accounts:

« Tasks (Support, DB Admin, Daily Business Users, etc.)
» Classification (Public, Internal, Confidential)
« Environment (Development, Pre-Production, Production, etc.)
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Some Password Management Measures...

Make local admin credentials unique

 Local Administrator Password Solution (LAPS) "‘C - dssu ==
« Manages local admin password for you oz | [seoen |
 Regular change |5:§§§I§sz_w@ws |
« Long and complex lfxfzﬁﬁn:%ﬂ“‘“ |
. Stored as LDAP attribute in AD o oo 0275 TP ][ 5]

* You have to decide who has access to the password

* Provided custom Ul or PowerShell cmdlets to retrieve and manage passwords
« Easy to deploy

 Free
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Some Password Management Measures...

Store credentials securely
« Use password safe
« Consider using credential guard

» Protects NTLM password hashes, Kerberos Tickets

Do NOT store passwords in:

« Group Policy Objects

« Scripts / Files on shares (e.g. SYSVOL...)
« Object description in Active Directory

* Field userPassword in Active Directory
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Some Network Measures...

Implement strict network segregation

1. Assign systems to zones based on classification:

« DMZ for systems exposed to the Internet

« Client network

« Server network

 Domain Controllers

 Management network for management interfaces and systems (e.g. Jump Hosts)
* Network for PAW

« Separate environments (Development / PreProduction / Production...)

2. Restrict traffic:
* Implement firewall rules which allow specific port / protocol from IP to IP
« Use whitelisting approach to only allow connections which are required!

Side Note:
« Microsegmentation > Classic firewalling
* Windows Firewall with GPOs!
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Some Network Measures...

Restrict outbound traffic via Proxyserver

« Connections to the internet (outgoing) must be blocked / controlled as well (Phishing)
» Force all outgoing traffic through a Proxyserver

« Disable internet access per default (Servers do not need internet connection*)

* Filtering proxy with SSL/TLS splitting to filter malicious content

* Whitelist required connections by specifying exact targets
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Some Network Measures...

Use mail gateway with malware detection
« Attachments should be checked for malware (sandbox)
* Protect against spoofing:

* Use SPF, DKIM and DMARC

[EXTERNAL]JURGENT

Your Boss <bigboss@compass-security.ch>{Your Boss via cOmpass-security.ch
To @ KOCH Ville

Retention Policy Junk Email (30 days) Expires 16.07.2021

?

Q} We could not verify the identity of the sender. Click here to learn more.
The actual sender of this message is different than the normal sender. Click here to learn more.

I-I..I -..I
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Some Network Measures...

Secure your WiFi Networks

« Separate Guest and Enterprise Networks

« WPAZ2 Enterprise preferred (EAP-TLS), WPA2-PSK only with long complex key
 Don’'t use WPA or WEP (easy to break)

« Enforce client isolation

Implement Network Access Control (NAC)
 ldeally: Certificate-based NAC (802.1X-2010) in combination with MACsec (IEEE 802.1AE)
« EXxceptions:

» Devices which do not support MACsec: Certificate-based NAC
« Devices which do not support cert-based NAC: MAC Whitelisting & restrict on specific ports
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Our Online Guide

https://github.com/CompassSecurity/OnPremSecurityBestPractices

& github.com/Co ssSecurity/OnPremSecurityBestPractices

O Search or jump to... Pull requests Issues Marketplace Explore

curity / OnPremSecurityBestPractices

¥ main ~ ¥ 1 branct tags Go to file Add file ~ + Code ~

% ville87 fixed typo 957fb71 3 daysago (D)8 commits

Layout.png
Layout_New.png
README.md

internal_network_security_cheat_...

= README.md

Security Best Practices for On-Premise Environments

Table of contents
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https://github.com/CompassSecurity/OnPremSecurityBestPractices

Tools for Identification

«Click and Run»

« PingCastle: Report about Active Directory security level
https://www.pingcastle.com

« CIS Benchmarks: Report about Windows security level & best practices
https://www.cisecurity.org/cis-benchmarks/

Requires technical knowledge

« BloodHound: Identify possible attack pathes in Active Directory
https://github.com/BloodHoundAD/BloodHound

« Nmap: Identify systems and open ports in your network
https://nmap.org/

« Snaffler: Identify files with sensitive content (Credentials) on shares
https://github.com/SnaffCon/Snaffler

More to be found on: https://git.lo/secres
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https://www.pingcastle.com/
https://www.cisecurity.org/cis-benchmarks/
https://github.com/BloodHoundAD/BloodHound
https://nmap.org/
https://github.com/SnaffCon/Snaffler
https://git.io/secres

Questions?

compass-security.com
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